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Anti-Fraud Policy

The Livestock and Meat Commission for Northern Ireland (LMC) requires all staff at all times to act honestly and with integrity and to safeguard the public resources for which they are responsible. LMC will not accept any level of fraud or corruption; consequently, any case will be thoroughly investigated and dealt with appropriately. LMC is committed to ensuring that opportunities for fraud and corruption are reduced to the lowest possible level of risk.  

What is Fraud?

In the broadest sense, a fraud is a deception made for personal gain. Defrauding people/organisations of money is regarded as the most common type of fraud.

Definition
Until recently, most fraud offences were categorised under the Theft Act (NI) 1969.  On the 15th January 2007
 however, the “Fraud Act 2006” became law; the Act describes “fraud” as:

 “intentionally causing a loss or making a gain
 at the expense of someone
 by dishonest means”
.  

Despite this new Act, not all fraudulent offences will be classified under its scope; many offences will still fall under other Acts, such as the Theft Act (NI) 1969.  Therefore for the purposes of this policy document, “Fraud” will be described as:
“..such acts as deception, bribery, forgery, extortion, corruption, theft, conspiracy, embezzlement, misappropriation, false representation, concealment of material facts and collusion”.
Obviously fraud can be perpetrated by persons outside as well as inside an organisation.  The criminal act is the attempt to deceive and attempted fraud is therefore treated as seriously as accomplished fraud.

Computer fraud is where information technology equipment has been used to manipulate programmes or data dishonestly (e.g. by altering, substituting or destroying records, or creating spurious records), or where the use of an IT system was a material factor in the perpetration of fraud.  Theft or fraudulent use of computer time and resources is included in this definition e.g. Internet abuse.

Avenues for Reporting Fraud

LMC has in place avenues for reporting suspicions of fraud. Staff should report such suspicions to their line management in the first instance.  If for some reason members of staff feel they cannot inform their line manager, then they should inform a member of the Executive Committee or a member of the Board; beyond this, the LMC Whistle-Blowing Policy gives advice on whom to contact in DARD (LMC’s sponsor department). All matters will be dealt with in confidence and in strict accordance with the terms of the Public Interest Disclosure (Northern Ireland) Order 1998. This statute protects the legitimate personal interests of staff. Vigorous and prompt investigations will be carried out into all cases of actual or suspected fraud.

Responsibilities

Chapter 37 of Government Accounting Northern Ireland sets out the responsibilities of departments in relation to fraud. 

Accounting Officer

The Accounting Officer (AO) is responsible for establishing and maintaining a sound system of internal control that supports the achievement of departmental policies, aims and objectives. The system of internal control is designed to respond to and manage the whole range of risks that LMC faces; managing fraud risk will be included in this control system.  The AO is also responsible for ensuring that DARD and C&AG are notified of all frauds (proven or suspected), including attempted fraud.
Accountant
Overall responsibility for managing the risk of fraud has been delegated to the LMC Accountant.  Responsibilities include:

1. Undertaking a regular review of the fraud risks associated with each of the key LMC objectives;
2. Maintaining an effective anti-fraud policy and fraud response plan, commensurate with the level of fraud risk identified;

3. Designing an effective control environment to prevent fraud;

4. Co-ordinating assurances about the effectiveness of anti-fraud measures to support the Statement on Internal Control.

5. Taking appropriate action to recover assets.

HR Manager

Responsibilities include:

1. Ensuring that appropriate anti-fraud training and development opportunities are available to appropriate staff in order to meet the defined competency levels;
2. Making sure that all staff are aware of LMC’s anti-fraud policy and know what their responsibilities are in relation to combating fraud;

3. Taking appropriate legal and/or disciplinary action, as directed by the AO, against perpetrators of fraud.
Operational Managers 

Operational managers are responsible for:

1. Ensuring that an adequate system of internal control exists within their areas of responsibility, that controls operate effectively and are being complied with;

2. Preventing and detecting fraud.
Internal Audit 

Internal audit is responsible for:

1. Delivering an opinion to the AO on the adequacy of arrangements for managing the risk of fraud and ensuring that LMC promotes an anti-fraud culture;

2. Assisting in the deterrence and prevention of fraud by examining and evaluating the effectiveness of control commensurate with the extent of the potential risk in LMC’s operations; 

3. Ensuring that management has reviewed its risk exposures and identified the possibility of fraud as a business risk;

4. Assisting management in conducting fraud investigations. 

Members of Staff

Every member of staff is responsible for:

1. Acting with propriety in the use of official resources and the handling and use of public funds whether they are involved with cash or payments systems, receipts or dealing with suppliers;

2. Conducting themselves in accordance with the seven principles of public life set out in the first report of the Nolan Committee “Standards in Public Life”.  They are: selflessness, integrity, objectivity, accountability, openness, honesty and leadership;

3. Being alert to the possibility that unusual events or transactions could be indicators of fraud; for example:
a. missing documents or vouchers;
b. payments made on photocopies of invoices;

c. unsatisfactory explanations of actions taken;

d. expected expenditure exceeded;

e. staff not taking the full holiday entitlement / working late / sudden changes of lifestyle;

f. staff under stress without a high workload;

g. falsification of management information documents;

h. suppliers / contractors who insist on dealing with one particular member of staff.
4. Reporting details immediately through the appropriate channel if they suspect that a fraud has been committed or see any suspicious acts or events;

5. Co-operating fully with whoever is conducting internal checks or reviews or fraud investigations.
Fraud Response Plan

LMC has a Fraud Response Plan that sets out how to report suspicions, how investigations will be conducted and concluded.  This plan forms part of LMC’s anti-fraud policy and is enclosed at Annex A (for executive management).
Conclusion

LMC operates a “zero-tolerance” policy with regard to fraud.  All cases of actual or suspected fraud will be vigorously and promptly investigated and appropriate action will be taken.  Potential outcomes, if fraud is proved include:
· the disciplining, in line with LMC Disciplinary Policy and Procedures, which may include dismissal, of any member(s) of staff who have engaged in fraud; and / or

· criminal prosecution of all individuals responsible for fraud; and / or

· the recovery of all losses incurred; and
· ensuring appropriate action is undertaken to prevent a recurrence of the fraud.

This policy was approved by the Board in June 2008 and will be reviewed regularly.

Annex A
LMC Fraud Response Plan

1. Introduction
1.1 LMC has prepared this ‘Fraud Response Plan’ as a guide to management where a fraud has been detected or is suspected. This plan is in addition to LMC’s Anti-Fraud Policy, in which fraud is defined and roles and responsibilities outlined. 
1.2 This LMC Fraud Response Plan follows the procedures laid down in DAO’s (DFP) 12/06, 13/06 and 14/06.  The former introduces the “Fraud Forum Best Practice Guidance on Internal Fraud: Management Checklist” and the latter two communicate the Memorandum of Understanding (MOU) between the NI Public Sector and the PSNI
.
1.3 LMC policy is that all allegations of fraud, whether internal or external will be investigated. The scope of such investigations should reflect the likely nature and scale of losses. An overarching theme to this plan is “if in doubt, ask for advice”. Advice is available from Executive Management, DARD Internal Audit and the PSNI Fraud Unit, among others.
2. Initial Reporting
2.1 All staff should report any suspicions of fraud to their manager who will immediately inform their Executive Manager. If a member of staff feels unable, for whatever reason, to follow this process, they may approach the Chief Executive, or a member of the Board, or DARD via the “whistle-blowing” instructions (see separate policy document). 
2.2 The manager should, on the authority of executive management, carry out an initial investigation to establish the facts. This must be carried out discreetly and quickly. The preferred timescale for completion should be within 24 hours of the suspicion being raised. It is imperative that such enquiries should not prejudice subsequent investigations or corrupt evidence; therefore, if in doubt, seek advice.
2.3 Genuine Mistake.  If the initial enquiries confirm that a fraud has not been committed, management should review their control systems immediately (Internal Audit is available for advice, if necessary).
2.4 Suspected Fraud.  If the manager is convinced that fraud is a possibility, his executive manager should inform the Chief Executive immediately. The Chief Executive will take advice and give direction as appropriate.

3. Subsequent Reporting
If suspicions appear well founded and fraud is a possibility, the Chief Executive should, where appropriate, take the following steps:

a. Inform DARD (Internal Audit) and, if necessary, seek advice from DARD Central Investigation Service (CIS).

b. Following consideration of the advice received and the circumstances of the case, decide whether to liaise informally with the PSNI Fraud Unit
.
4. The Fraud Investigation
4.1 The Chief Executive may set up a Fraud Investigation Team (FIT) independent from the business area where the suspected fraud took place. The exact composition of the team will be dependant on the nature of the suspected fraud, but will typically include:
a. A manager independent 
 from the work area concerned; 
b. A representative from DARD Internal Audit, who possesses sufficient knowledge and experience in counter-fraud and the provisions of PACE 
;
c. Staff with appropriate financial and audit skills, if necessary.

5. Protecting the Evidence
Wherever possible, those carrying out the investigation should gather evidence relevant to the case, prior to reporting to the police. To prevent loss of evidence (which may be essential for subsequent disciplinary action or prosecution), management should take steps to ensure that all original documentation is preserved in a safe place for further investigation. Consideration needs to be given, by those obtaining the evidence, to PACE and Rules of Evidence
.
6. Reporting Formally to the Police
6.1. Before informing the PSNI
, LMC should first seek advice from a counter-fraud specialist in DARD; only after consideration of this advice, should management approach the PSNI Fraud Unit for advice on whether to prosecute. The MOU outlines an “Acceptance Criteria” (Appendix 2), which set the conditions necessary for a suspected fraud case to be referred to the PSNI. LMC must also present information to the police in the form of an “Evidence Pack” (see Appendix 3). 
6.2. On receipt of the Evidence Pack, the PSNI will accept the case for investigation, or refer it to local PSNI, or refer it back to LMC for further enquiry/action.

7. Disciplinary Action
7.1 At the completion of the internal investigation, the Chief Executive will decide what disciplinary action should be taken. Where a PSNI investigation is to be conducted, LMC will seek legal advice as to whether it is appropriate to proceed with any internal disciplinary action. It is important that any civil/disciplinary action does not impair a criminal investigation and vice versa.
8. Recovery of Losses
8.1 The recovery of losses should be a major objective of any fraud investigation. To this end the quantification of losses is important. Repayment of losses should be sought in all cases. Where necessary, LMC will seek legal advice on the most effective action to recover losses. 
9. Follow-up Action
9.1. Following on from any fraud investigation, management shall review the systems in operation. The review should examine the current fraud risk arrangements to determine if there is any action needed to strengthen controls and therefore reduce the risk of another fraud in future. Internal Audit is available to provide assistance in this exercise. 
9.2. Communication. The following steps should be taken:

a. The Audit Committee should be informed of developments during the investigation.
b. If appropriate, a “Lessons Learned” document should be circulated throughout LMC (or DARD, if appropriate), in due course.

c. Identify whether LMC’s Fraud Response Plan needs to be updated and communicate any changes. 

Appendices:
1. Investigation Checklist.

2. PSNI Acceptance Criteria.

3. PSNI Evidence Pack.


APPENDIX 1

INVESTIGATION CHECKLIST
Initial Actions

1. If the evidence strongly suggests a fraud may have occurred, the advice from the DARD CIS / PSNI Fraud Unit is likely to include some/all of the following actions:

a. Secure the evidence and ensure the preservation of records, both paper and electronic;

b. Ensure control procedures are strengthened and action has been taken to end the loss;

c. Remove the suspect’s access to computer systems;

d. Suspend the employee involved, if necessary, pending the outcome of the investigation
. 
Internal Investigation
2. The objective of the investigation is to:
a. Establish whether there is evidence that a fraud has occurred; 
b. Collect sufficient evidence to support any complaint to PSNI; and 
c. Provide sufficient evidence for disciplinary or legal action. 

3. The FIT should prepare a fraud investigation plan, which will include:

a. Facts to be established;

b. Evidence required;

c. Interview plan;

d. Relevant timeframes; and 

e. Evaluation and analysis. 

4. Conduct of the Investigation. 
a. All aspects of the suspected officer’s work should be investigated, not just the area where the fraud was discovered.
b. The investigation will obviously cover the period the officer was responsible for the processes under investigation, but consideration should also be given to investigating earlier periods of employment.
c. The extent, if any, of supervisory failures should be examined.

APPENDIX 2 

REFERRAL TO PSNI:  ACCEPTANCE CRITERIA

1. These criteria set out the conditions necessary for a suspected fraud case to be referred to the PSNI. However, the decision to accept a case for investigation rests fully with the PSNI who will provide their decision in writing.
· It must be established that there are reasonable grounds to believe that a criminal offence has been committed.

· Deliberate criminal intent needs to be clearly defined. The fraud needs to be more than an error or omission.

· The allegations should concern recent events and should not have become stale by reason of age. Incidents, which are over two years old before discovery, need to be judged individually on their merits, including availability of documentary evidence and the reliability of witness evidence.

· To comply with the rules governing disclosure, the department/body will identify and preserve all original documents and other exhibits relating to any intended complaint.

· The department/body should be prepared to supply all original relevant documents and exhibits to the police if an investigation is accepted and commenced. Such evidential material should be securely held, in accordance with PACE provisions, before formal hand over to the PSNI.

APPENDIX 3 

PSNI AGREED FORMAT OF EVIDENCE PACK

1.
Evidential packages should contain a detailed summary of all relevant information surrounding the allegations made. This should include the nature of the allegations against the suspect, including the full name, address and date of birth of the suspect.  

2.
The package should also include: -

· All available details of any other parties suspected of involvement in the alleged fraud, including the reasons for the suspicions;
· A brief summary of the allegations including estimated values of alleged crime and relevant dates;

· A full description of the nature of the crime and the circumstances surrounding it.  This should include full details of any investigations already undertaken by the department/body or anyone acting on their behalf;

· Copies of all relevant documents, each individually numbered and identified in the summary;

· Copies of all statements obtained from suspects;

· Names and addresses of all witnesses identified at the time of reporting to the police, including copies of any statements;

· Any police reference numbers, which may already apply to any part of the case; and
· A name and contact point.

�  DAO (DFP) 06/07.


�  Gain or loss in money or other property; whether temporary or permanent; and “property” means any property whether real or personal (including things in action and other intangible property).


� Or by exposing someone to the risk of loss.


� Fraud Review, July 2006: 24.


� Police Service of Northern Ireland.


� PSNI Fraud Unit, Strandtown, 1-5 Dundela Avenue, Belfast BT4 3BQ. Tel:02890650222.


� DAO (DFP) 22/05.


� Police and Criminal Evidence (Northern Ireland) Order 1989 (as amended) (PACE) and Rules of Evidence.


� DARD Internal Audit should be able to advise on this or take advice from the Central Investigation Service.


� In accordance with the PSNI MOU, distributed under cover of DAO (DFP) 13/06.


� Suspension itself does not imply guilt; it is another safeguard to prevent the removal or destruction of evidence.
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